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Assertion 10 (Digital & Data Compliance Framework) 
 

1. Purpose of Report 

To provide Council with a structured framework to confirm the Council’s current compliance with 

Assertion 10 and to identify any further actions required to ensure the Council can confidently 

answer “YES” when completing the Annual Governance and Accountability Return (AGAR). 

 

2. Background 

Assertion 10 has been introduced within the 2025 Practitioners’ Guide and will apply to AGAR 

submissions for the financial year ending 31 March 2026. It reflects increasing expectations 

around digital governance, data protection, email security, and website accessibility. 

The Council must be able to evidence that appropriate arrangements are in place and that it is 

compliant with legal duties and sector best practice. 

 

3. Summary of Assertion 10 Requirements 

Assertion 10 expects councils to demonstrate that they: 

• operate a suitable council email system and retain control of council correspondence 

• maintain a compliant website including accessibility and transparency requirements 

• have robust data protection practices and governance 

• have formal IT and cyber security arrangements in place 

 

4. Assertion 10 Compliance Dashboard (Traffic Light Assessment) 

Council Digital & Data Governance Review 
The dashboard below provides a structured review of how the Council currently meets the 

requirements of Assertion 10, the evidence available, and where further work may be required. 
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Area Requirement Status Evidence 
Action Required and Process of 

Continual Assurance 

Council Email & 

Domain 

Council uses a council-owned domain 

with generic officer email accounts and 

does not rely on personal email 

services 

  

Green 

Clerk, Officers, Grounds and 

Councillor email accounts in use 
 

Maintain annual review 

Review and delete any dormant email 

addresses  

Migrate from internal event related 

Google calendar and gmail email 

addresses 

Officers respond only to official Councillor 

email addresses with the exception of an 

unusual circumstance or an emergency 

situation 

Website 

Accessibility 

Website meets accessibility regulations 

(WCAG 2.2 AA) and has a published 

accessibility statement 

  

Green 

Website tested with WAVE Web 

Accessibility Evaluation Tool. 

Website scored between 9 and 

10. 

 

Accessibility statement published 

on website 

Periodic accessibility audit and monitoring 

to ensure ongoing compliance 

Accessibility statement to be reviewed as 

part of annual governance review 

Transparency 

Compliance 

Statutory documents published 

(minutes, agendas, AGAR, policies, 

councillor information) 

  

Green 

Council website contains 

governance documents and 

meeting records 

Continue routine publication checks 

Data Protection 

(GDPR) 

Council complies with UK GDPR, has 

privacy notice, and understands 

personal data processing 

responsibilities 

  

Green 

Privacy notice and policies in 

place 

Periodic review of policies and awareness 

Training recommended to reinforce 

importance of GDPR 
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Area Requirement Status Evidence 
Action Required and Process of 

Continual Assurance 

ICO Registration 
Council registered with Information 

Commissioner’s Office where required 

  

Green 
ICO registration confirmed Maintain annual auto renewal 

IT Policy & 

Cyber Security 

Council has formal IT policy covering 

devices, passwords, cyber security and 

acceptable use 

   

Amber 

No dedicated IT policy currently 

adopted 

Awaiting confirmation of Cyber 

Essentials standard certification 

(including insurance)  

Awaiting confirmation of 

Huntress – 24/7 security 

monitoring detecting hacking 

If Council adopts the draft IT policy earlier 

in the evening’s agenda, the status of this 

area will change to green  

  

Records & Data 

Storage 

Council data stored securely and 

retained according to retention policies 

  

Green 

Data types mapped  

Retention arrangements in place 

through council procedures 

Council data stored and backed up as per 

IT policy  

Review data deletion protocols and 

procedures going forward 

Training & 

Awareness 

Staff and councillors understand digital 

governance and data protection 

responsibilities 

   

Amber 

Empirical evidence of awareness  

No formal training programme 

currently recorded 

Continue to recommend GDPR and cyber 

awareness training and record 

participation  

Councillor training budget already 

increased 
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Overall Compliance Position 

Status Meaning 

  Green Requirement largely met and evidence available 

  Amber Partially met – minor improvements recommended 

  Red Significant gap – action required before AGAR sign-off 

 

Current Overall Assessment: 

  Green - Requirement largely met and evidence available 

 



 

5 | P a g e  
 

5. Proposed Work Programme  

To ensure the Council can maintain confidence in Assertion 10 related work, it is recommended 

that the following approach is adopted: 

Immediate Actions (Within 1–2 Months) 

• Adopt the IT Policy 

Policy and Governance (Within 3 Months) 

• Introduce a councillor email/communications protocol 

• Update GDPR documentation  

• Review website publication checklist and update any missing documents 

Training (Within 9 Months) 

• Continue to offer councillor/staff training and record completion 

Continual Assurance and Evidence (Within 6 Months) 

It is anticipated that Assertion 10 responsibilities will not remain static and will continue to 

evolve therefore Officers will work on a continual assurance basis as documented in the 

section above which should stand the Council in good stead for evolving Assertion 10 

requirements.  

6. Financial and Resource Implications 

There may be additional costs associated with introducing improvements and continual 

compliance as the scope of Assertion 10 expands. In the immediate term modest costs can be 

expected in relation to: 

• IT support / cyber security enhancements 

• Training or policy support 

7. Conclusion 

Assertion 10 represents an increased expectation on councils to demonstrate strong 

governance over digital systems, data protection, and public access compliance. 

The compliance dashboard in this report provides Councillors with a clear basis to assess 

whether the Council can meet the requirements, and what actions are required to close any 

gaps before AGAR submission. 

8. Proposed Resolution 

Council is asked to: 

1. Note the requirements of Assertion 10 

2. Review and approve the Dashboard Review 

3. Request an Assertion 10 update be included in the Assertion evidence in relation to AGAR 

submission 


